
SOLUTION BRIEF

Vulnerability management is an essential part of any organization’s security 
program, and it is foundational to Cyber Exposure, an emerging discipline 
for managing and measuring cybersecurity risk in the digital era. A mature 
vulnerability management (VM) program includes all five steps in the Cyber 
Exposure Lifecycle shown below. 

This Solution Brief focuses on Measure, the fifth step of vulnerability 
management. Measure allows you to evaluate and communicate how 
well you are performing the Discover, Assess, Analyze and Fix steps 
and identify areas needing improvement.

The Measure objective is for you to communicate Cyber Exposure status 
evaluate and benchmark your vulnerability management program to make 
better business and technology decisions. It helps your organization assess 
status and identify areas needing improvement. However, an organization’s 
ability to effectively measure is constrained by its Discover, Assess, Analyze 
and Fix maturity. For example, if your organization does not scan frequently 
with authenticated scans, poor data quality will limit Measure.

Vulnerability Management:
Measure

Key Benefits

• Calculate your cyber 
exposure automatically. 
Advanced analysis and risk-
based exposure scoring 
weighs asset value and 
criticality, vulnerabilities and 
their context — providing clear 
context about where to focus. 

• Communicate status to 
stakeholders. Visualizations 
of the entire attack surface 
allow anyone—from analyst 
to executive—to quickly 
understand and communicate 
their organization’s Cyber 
Exposure.

• Compare your effectiveness. 
Exposure quantification and 
benchmarking allow you to 
compare your effectiveness 
against internal groups and 
against industry peers to 
identify areas of focus and to 
optimize security investments.

Cyber Exposure Lifecycle

Cyber Exposure Lifecycle



Challenges
Measuring Cyber Exposure risk across your organization’s 
entire attack surface is challenging for multiple 
reasons. You must include diverse asset types into 
your measurement, including traditional IT, transitory, 
mobile, dynamic and operational technology assets.  
Some organizations use different technologies from 
multiple vendors to discover, assess and fix the diverse 
asset types. This approach results in information silos 
that make measuring overall cybersecurity risk difficult, 
if not impossible.

To measure cybersecurity risk for your business services 
you must map all supporting assets to a business service, 
assign a criticality rating to each asset and factor in the 
vulnerabilities, misconfigurations and other weakness 
for each asset.

You must present Measure information to both technical 
and business stakeholders.

Solution
Development of a mature Measure process typically 
progresses through four levels.

LEVEL 1. QUANTIFY VULNERABILITIES BY CVSS RATING  
At this level, Measure is very basic and is directed towards 
practitioners. It reports vulnerability quantities for each  
CVSS rating (low, medium, high and critical) immediately 
after the vulnerability assessment occurs. Depending on 
your organization’s size, the report can easily be tens of 
thousands of pages.
 
At this level, Measure does not indicate if changes to 
vulnerability quantities since the previous assessment 
were due to new assets/software, new vulnerabilities, 
retired assets/software or remediated vulnerabilities.

LEVEL 2. QUANTIFY HIGHEST PRIORITY VULNERABILITIES 
OVER TIME
At this level, you use the Vulnerability Priority Rating (VPR) 
to report on the highest priority vulnerabilities. This tells 
IT operations what to fix first to reduce risk. Additionally, 
you can group data by asset owner/administrator so each 
responsible person knows what he or she must fix. 

Additionally, you should expand the report audience to 
include security management and auditors. Reports for 

security management deliver insights into patching (Fix) 
effectiveness by providing separate vulnerability counts 
for new, remediated and un-remediated vulnerabilities. 
You can also report vulnerability and configuration status 
for auditors who are assessing vulnerability management 
for compliance with applicable standards.

LEVEL 3. MEASURE RISK WITH THE CYBER 
EXPOSURE SCORE  
At this level, you change the focus from managing 
vulnerabilities and misconfigurations to understanding 
and reducing Cyber Exposure risk. It is about data-driven 
risk reduction.

Risk is the product of the likelihood of a loss event 
and the expected loss impact of the event. The Tenable 
Vulnerability Priority Rating (VPR), which measures the 
expected probability of a vulnerability being exploited 
in the next 28 days, represents the likelihood of a loss 
event. The Tenable Asset Criticality Rating (ACR), based on 
business purpose, asset type, connectivity and other factors, 
represents the expected loss impact of the event. The Cyber 
Exposure Score combines the VPR and ACR to represent the 
cyber exposure risk and can be applied to any asset, asset 
group (such as business process or business unit) or to 
your entire organization.

The next step is to tailor cyber risk communications 
to business stakeholders. Visualizations of the Cyber 
Exposure Score for key business processes communicate 
the organization’s cyber risk to executives and allow them 
to see progress over time.

LEVEL 4. COMPARE YOUR STATUS INTERNALLY AND 
EXTERNALLY
Here you add Cyber Exposure benchmarking. Your 
organization can compare one department to another 
and compare your organization to other organizations 
in their industry. This information informs process 
improvement across the entire cyber exposure lifecycle. 
By comparing how your organizations’ cyber security due 
care/due diligence efforts compare to others executives 
can adjust the resources allocated to cyber security.
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ABOUT TENABLE

Tenable®, Inc. is the Cyber 
Exposure company. Over 27,000 
organizations around the globe 
rely on Tenable to understand and 
reduce cyber risk. As the creator 
of Nessus®, Tenable extended 
its expertise in vulnerabilities to 
deliver the world’s first platform to 
see and secure any digital asset on 
any computing platform. Tenable 
customers include more than 50 
percent of the Fortune 500, more 
than 25 percent of the Global 2000 
and large government agencies. 
Learn more at www.tenable.com.
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