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“Vulnerabilities Exposed” Series 

• Final webcast in a 4-part series 

o Part 1: “Reducing Your Patch Cycle to Less Than 5 Days” 

o Part 2: “Addressing the Security Challenges of Virtualization” 

o Part 3: “"BYOD - Bring Your Own Devastation - Taking On the 

Mobile Threat"  

• Archives & slides: 

www.tenable.com/vulns-exposed   

 

Strategies & solutions for today’s 
common security challenges 
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Today’s Roadmap 

•Communicating vulnerability information to 

management and beyond 

•Tips, tricks, and techniques to create interesting 

reports 

•Using enterprise tools for complete vulnerability 

data management 



We Are Here to Help 



To-Do List 



Your (Real) To-Do List 

•Create a policy and a process 

•Get buy-in from management and all of IT 

•Define patch cycles, secure configurations 

•Define exceptions to patch cycles 

•Who / Where / What / How will you scan? 

•Are you patching the right things? 



What gaps can I find, and how do I 

communicate them? 

 

 (Anti-Virus, MDM, Patching, Hardening, Penetration 
Testing, Virtualization, Network Infrastructure) 



Policy 

We will perform vulnerability scanning on a 

regular basis. Departments within IT will 

participate in the process, including groups 

from Windows, UNIX/Linux, Desktop 

Management, Virtualization and Networking 

operations. Management will review the 

process and results quarterly. 



Procedures 

• Each week, all Windows and 

UNIX/Linux servers will be scanned, 

administrators will review the 

results, problems will be remediated, 

scans will be run again 

• Both network and credentialed 

scans will be run 

• Configuration profiles will be defined 

and checked each week using 

configuration auditing scans 

 



Goals 

• Identify assets 

•Discover vulnerabilities 

•Report them to people who 

can fix them 

o Actionable results 

•Continuously discover 

vulnerabilities that remain 

•Report progress to 

management 



Nessus Can Help 

•Result filtering: Carve out the vulnerabilities that 

matter 

•Recast risk: Customize severity for your 

environment 

•Email, filtering, and scheduling: Combine to 

send actionable results to the right people 

 



Result Filtering: CVE 



Result Filtering: Dates 



Patch Matrix 



Severity Modification 



Severity Modification (2) 



Exploitability 



Combine Email, Schedule, & Filtering 



Combine Email, Schedule, & Filtering (2) 



Solutions: Passive Vulnerability Scanner 



Solutions: SecurityCenter Dashboards 



Tenable Resources 

Blog: 

http://blog.tenable.com  

 

Podcast: 

http://www.tenable.com/podcast  

 

Videos: 

http://www.youtube.com/tenablesecurity  

 

Discussions Forum: 

https://discussions.nessus.org 

 

Buy Nessus, PVS, Perimeter Service, Training, & Bundles: 

https://store.tenable.com  

 

Find a Channel Partner: 

http://www.tenable.com/partners/find-a-subscription-partner  
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For More Info or to Evaluate 

Nessus: 

http://www.tenable.com/products/nessus  

 

PVS: 
http://www.tenable.com/products/passive-vulnerability-scanner  
 

SecurityCenter Continuous View: 

http://www.tenable.com/products/securitycenter-continuous-view 

 

Vulnerability Management: 
http://static.tenable.com/whitepapers/Vulnerability_Management_Program.pdf  
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Questions? 



Thank You! 

Contact us: 

 

Paul Asadoorian – paul@nessus.org  

Jack Daniel – jdaniel@tenable.com 
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