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Tenable for Splunk Mission Control
Enhance Operational Intelligence with

Vulnerability Insights

Business Challenge

It's no surprise that the attack surface becomes increasingly more complex
when managing hybrid and cloud environments. The harsh reality is, the
more assets you have in your infrastructure, the more difficult it is in
managing security events and alerts from your disparate security tools.
Security teams spend way too much time consolidating and prioritizing
alerts when they could be using those resources to take actionable steps
towards remediation.

Without the ability to integrate Tenable's critical vulnerability intelligence
into Splunk Mission Control, security leaders are at risk of weakening
incident investigations by not having full security context for their hybrid and
cloud environments.

Solution

The Tenable Plugin for Splunk Mission Control combines Tenable's Cyber
Exposure insights with Splunk’s correlation capabilities for complete visibility
across all hybrid and cloud environments. This allows security teams to view
their attack surface for potential vulnerabilities, misconfigurations and
unpatched components in a unified view.

Tenable's plug-ins help to provide a summary of vulnerability data that the
security analyst can use for context to make more informed decisions for
deciding which notable events to prioritize. By providing valuable information
to the analysts, they can focus their efforts on remediation activities rather
than the tedious effort of jumping back and forth between different
applications and aggregating security data.

splunk>

Technology
Components

- Tenable.io

- Splunk Enterprise Security

- Splunk Connect for Mission Control
- Tenable Add-on for Splunk

- Tenable App for Splunk

- Tenable Plugin for Mission Control

Key Benefits

Easily leverage Tenable data in
Splunk Mission Control

- Correlate Tenable findings with
other host data within Splunk

- Utilize Tenable's VPR Score within
Splunk Mission Control
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ABOUT TENABLE

| Value
Tenable®, Inc. is the Cyber

Exposure company. Over 30,000 The Tenable integration for Splunk provides the ability to:

organizations around the globe Gather real-time vulnerability context during investigations

rely on Tenable to understand and

reduce cyber risk. As the creator of
Nessus® Tenable extended its - Supplement Splunk Workflows with Tenable Vulnerability insights

Leverage VPR to better understand Notable vulnerability context

expertise in vulnerabilities to - Report on Security posture with comprehensive dashboards
deliver the world'’s first platform to

see and secure any digital asset on

any computing platform. Tenable Featu reS

customers include more than 50

percent of the Fortune 500, more With this integration, you have:

than 30 percent of the Global 2000
and large government agencies.
Learn more at www.tenable.com.

A summary Dashboard of your vulnerabilities
A summary view of vulnerabilities on a given notable event

A detailed view of vulnerabilities on a given notable event

ABOUT SPLUNK

Splunk Inc. (NASDAQ: SPLK) Tenable Vulnerability Center ~
turns machine data into answers.
Organizations use market-leading Total Vulnerabilities Found Today Active Vulnerabilities Found Today Fixed Vulnerabilities Found Today
Splunk solutions with machine 0 0
learning to solve their toughest
IT, Internet of Things and security Total Vulnerabiiiies Active Vulnerabilties Fixed Vulnerabilios
challenges. Join millions of 132 114

passionate users and discover your
“a ha” moment with Splunk today.

Top 10 Vulnerabilities Top 10 Vulnerable Hosts

Learn more at splunk.com

This Splunk Mission Control dashboard, powered by Tenable, is a simple, intuitive
and powerful way for security teams to understand their security posture.

More Information

The Tenable Plug-in for Mission Control can be found in the Mission Control Ul
Installation and configuration documentation: docs.tenable.com/integrations.htm

For support please contact: community.tenable.com
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